Policy No. [X]/[year] on the use of artificial intelligence tools at [company name]
Issued by: [name, position]    Date of issue: [date]    Effective from: [date]
Template prepared by Develogi (www.develogi.cz) based on public templates and lawyers' recommendations. Replace the text in square brackets with your own details. This template is not legal advice: have a lawyer read it before you issue it and check how it relates to your client contracts. Guide and sources: www.develogi.cz/en/blog/vzor-smernice-k-pouzivani-ai-ve-firme/
Section 1: Purpose and scope
1.1 This policy sets out rules for the safe and responsible use of artificial intelligence tools (“AI”) in work for [company name]. Its aim is not to ban AI but to allow its beneficial use without putting data, clients or the company's reputation at risk.
1.2 The policy applies to all employees and to external contractors who work with company data, on company and private devices alike when they are used for work.
Section 2: Definitions
2.1 An AI tool means any application, web service, add-on or feature that, based on a prompt, creates, edits or evaluates text, code, images, sound or other content.
2.2 Protected information means in particular personal data, information about clients and their projects, trade secrets, unpublished source code, credentials and financial data.
Section 3: Core principles
3.1 AI is an assistant, not an author or a decision maker. Every output is the responsibility of the employee who used it, as if they had created it themselves.
3.2 Anyone unsure whether they may put data into AI does not do so and asks [the AI administrator].
Section 4: Roles and responsibilities
4.1 The owner of this policy is [the managing director / CEO]. The owner approves the list of permitted tools and changes to the policy.
4.2 [The AI administrator] keeps the register of AI tools, assesses requests for new tools, organizes training and handles questions and incident reports.
4.3 Team leads make sure their team follows the policy and decide which outputs a second person must check.
Section 5: Approved tools
5.1 Only the AI tools listed in Annex 1 may be used for work, only through company accounts and only to the extent stated there.
5.2 Only a tool for which the company has a contract with data processing terms, and whose provider does not use inputs or outputs to train models by default, may be approved.
5.3 Using free or private accounts of AI services for work data is prohibited.
Section 6: New tools
6.1 Anyone who wants to use a new AI tool or add-on asks [the AI administrator], stating the purpose, the type of data and the provider. Until it is approved, the tool is not used for work.
6.2 Approval applies to a specific purpose and type of data. The same tool may be allowed for public texts and forbidden for client data.
Section 7: Data traffic light
7.1 Green, freely in approved tools: public information, general questions, outlines, proofreading one's own texts without protected information.
7.2 Amber, only in an approved company tool and with the output checked: internal documents, company source code, meeting notes without personal data.
7.3 Red, prohibited: credentials and keys, personal data beyond Annex 1, client data without the client's consent.
Section 8: Data protection
8.1 Only what the task requires is put into an AI tool. Names and identifiers are removed or replaced before input where the task allows.
8.2 Passwords, API keys, tokens and other credentials are never put into AI, not even into an approved tool.
8.3 Where a client contract restricts the use of AI, it takes precedence over this policy.
Section 9: Checking outputs
9.1 A person checks every AI output before it is used: facts, figures, citations and links, and whether it matches the brief and the law.
9.2 Code written with the help of AI goes through the same review and tests as any other code, and its author must understand it.
9.3 AI must not make decisions about people on its own, in particular about hiring, evaluation or pay.
Section 10: Transparency
10.1 The use of AI is disclosed where the law or a contract requires it, or where not disclosing it could mislead the recipient. For example: “[Tool name] was used in preparing this material; the content was checked by [name].”
10.2 The image, voice or likeness of a real person is not created with AI without their consent.
Section 11: Copyright
11.1 Third-party works (texts, images, code) for which the company does not hold the necessary rights are not put into AI.
11.2 Before an output is used commercially, it is checked that the tool's terms allow it.
Section 12: Training and AI literacy
12.1 Every employee completes basic training on AI and on this policy within [30] days of joining or of the policy taking effect. Completion is recorded.
12.2 Those who use AI heavily or administer AI tools complete extended training. Training is repeated at least once a year or when the tools change significantly.
Section 13: Incidents
13.1 Anyone who finds that protected information has been put into AI, or that AI has produced a harmful output, reports it without undue delay to [the AI administrator]. A timely report is not considered an aggravating circumstance.
13.2 [The AI administrator] records the incident, assesses whether it is a personal data breach under the GDPR and proposes a remedy.
Section 14: Monitoring, breaches and effect
14.1 The company may, to a reasonable extent, monitor which AI services are used on company devices and networks, and block unapproved tools. Employees are informed of the extent of monitoring in advance.
14.2 A breach of this policy is a breach of the duties arising from the legal regulations that apply to the work performed.
14.3 This policy takes effect on [date]. The owner reviews it at least once a year and always after a serious incident or a change in the law. Employees confirm that they have read the policy [by signature / in the system].


Annex 1: List of approved AI tools
	Tool and plan
	Permitted purposes
	Permitted data
	Owner
	Approved on

	[e.g. Microsoft 365 Copilot Chat, work account]
	[texts, summaries, analyses]
	[green, amber]
	[name]
	[date]

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Annex 2: Data traffic light
	Color
	What data
	Where it may go
	Example

	Green
	Public information, general questions, your own texts without sensitive data
	Any approved tool
	A presentation outline, explaining a term, proofreading a public article

	Amber
	Internal documents, your own source code, meeting notes without personal data
	Only a company tool under contract that does not train on your data. A person always checks the output.
	Summarizing an internal analysis, code review, a draft offer

	Red
	Passwords and API keys, national ID numbers, salaries, health data, client data without the client's consent
	Nowhere, not even an approved tool, unless the data owner explicitly allows it
	A CRM export, payslips, server credentials



Annex 3: Request for a new AI tool
	Item
	Filled in by the requester

	Requester and team
	

	Tool, plan and provider
	

	Purpose of use
	

	Type of data (green / amber / red)
	

	Data processing agreement and training on data
	

	Estimated cost
	

	AI administrator's decision: approved / approved with conditions / rejected
	

	Date and signature
	



Annex 4: Acknowledgment of the policy
By signing, I confirm that I have read Policy No. [X]/[year] on the use of artificial intelligence tools and will comply with it.
	Full name
	Date
	Signature

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	







